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1	Decision/action requested 
It is proposed to approve the changes to solution #20 in TR 33.809.
2	References
 [1]    3GPP TR 33.809 V0.12.1 (2020-12) “Study on 5G Security Enhancement against False Base Stations (FBS)”.

3	Rationale
This contribution proposes changes to the section “Solution Details” (6.17.2) of “Solution 17: Integrity protection of the whole RRCResumeRequest message” in TR 33.809.
Clarification is necessary since solution 17 intends to “add” the whole ResumeRequest. Current description rather reads as “replace all the current input of VarResumeMAC-I with the whole ResumeRequest message (except the current MAC part)”.
. 

4	Detailed proposal
****START OF CHANGES ***

[bookmark: _Toc54172158][bookmark: _Toc58311234][bookmark: _Toc59025692][bookmark: _Toc59026528]6.17.2	Solution Details
When the UE initiates the RRC Resume procedure, the UE should use the whole RRCResumeRequest message, except the ResumeMAC-I/shortResumeMAC-I, as additional input parameter to the VarResumeMac-Input part in order to calculate ResumeMAC-I/shortResumeMAC-I. The UE should send the calculated ResumeMAC-I/shortResumeMAC-I in the RRCResumeRequest message.
When the gNB/ng-eNB receives the RRCResumeRequest message from the UE, the gNB/ng-eNB should validate the ResumeMAC-I/shortResumeMAC-I received from the UE.
Editor's Note: The alignment of terminology for new/ older version is FFS.
[bookmark: _GoBack]Newer networks use the newer version of ResumeMAC-I/shortResumeMAC-I only if supported by the UE. Otherwise the network useuses the legacy version of ResumeMAC-I/shortResumeMAC-I.
Newer UE use the newer version of ResumeMAC-I/shortResumeMAC-I only if supported by both the source and target gNB/ng-eNB. Otherwise, the UE use the legacy version of ResumeMAC-I/shortResumeMAC-I.
The UE and the network negotiate/learn each other's capability/support of using the newer version of ResumeMAC-I/shortResumeMAC-I as below:
-	UE's capability is part of an RRC message (i.e., AS SMComplete).
-	gNB/ng-eNB's capability is part of a SI message (i.e., SIB1, refer to a closely related feature called useFullResumeID in SIB1).
Editor's Note: SIB indication needs to be justified.
Editor's Note: RAN2/RAN3 will be liaised for stage 3 details. They could advice if there are other preferable alternatives like UE's capability could be part of a NAS message (e.g., Registration Request) and gNB/ng-eNB's capability could be part of an RRC message (e.g., RRC release with suspendConfig).
The processing overhead of using the whole RRCResumeRequest message as input to one of NIA/EIA algorithms is expected to be minimal.


***END OF CHANGES***

